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Policymakers should begin
a concerted effort to
address the “data divide”—
the social and economic
inequalities that may
result from a lack of
collection or use of data
about an individual or
community.
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Data-driven innovations offer enormous opportunities to
advance important societal goals. However, to take
advantage of these opportunities, individuals must have
access to high-quality data about themselves and their
communities. If certain groups routinely do not have data
collected about them, their problems may be overlooked
and their communities held back in spite of progress
elsewhere. Given this risk, policymakers should begin a
concerted effort to address the “data divide”—the social
and economic inequalities that may result from a lack of
collection or use of data about individuals or communities.

Every day, approximately 11,000 infants are born in the United States.
Some of these babies are delivered in state-of-the-art hospitals where they
not only receive excellent care, but their vital signs are also digitally
monitored around the clock.® By the time they leave the hospital, some of
them will have generated over 200 million data points. Others are born in
far-less technically advanced settings and may leave the hospital with a
keepsake footprint inked on a sheet of paper, but no digital footprint to
speak of. As these children grow up, some will have access to the latest
sensor-equipped mobile phones, wearable technology, intelligent vehicles,
and other “smart” devices; some will attend schools that use cutting-edge
data analytics to help them learn; and some will grow up in neighborhoods
that routinely measure social, political, and environmental factors to foster
more sustainable and resilient communities. But some will not.
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For many years, policymakers have sought to address the “digital divide”—
the social and economic disadvantages that may result from a lack of
access to technology. Now policymakers should begin a concerted effort to
address the “data divide”—the social and economic inequalities that may
result from a lack of collection or use of data about an individual or
community. Already gaps are appearing where certain groups of individuals
do not have data collected about them or their communities because of
where they live. If this trend towards a data divide continues we might even
see the rise of “data deserts”—areas of the country characterized by a lack
of access to high-quality data that may be used to generate social and
economic benefits.

As the world races towards a more data-intensive future, individuals who
come from data-rich environments may find that they have a comparative
advantage over those who grow up in data poverty. These advantages may
translate into better health care outcomes, increased access to financial
services, enhanced educational opportunities, and even more civic
participation. Conversely, if certain groups are routinely excluded from data
sets, their problems may be overlooked and their communities held back in
spite of progress elsewhere. To ensure that all individuals have access to
the vast benefits offered by data-driven innovation and that no group is
systemically disadvantaged, policymakers should pursue efforts to
eradicate data poverty and close the data divide. Specifically, policymakers
should do the following;:

e Continue government data collection programs that focus on hard-
to-reach populations

e Ensure that funding programs aimed at closing the digital divide
consider the impact on data poverty

e Ensure that digital literacy programs help individuals understand
data-producing technologies, such as social media and the Internet
of Things

e Encourage civic leaders in low-income neighborhoods to
understand the benefits of data and know how to integrate
technology solutions into grant proposals

Data has always had a tremendous impact on communities. The most
visible example of this effect is the decennial census which is used to
apportion congressional seats among the states. In addition, major
government data collection initiatives such as the American Community
Survey are used to determine how to distribute more than $400 billion in
federal funding annually, with a substantial portion of these funds going to
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Communities that are poor
in data, as well as the
individuals living in those
communities, may fail to
thrive. Rather than being
the new oil, data may be
the new oxygen.

low-income households.2 These surveys can have a negative effect on a
community when they do not accurately count certain groups of individuals,
such as homeless individuals, renters, or non-English speakers.

The impact that data has on individuals and communities will only grow,
particularly with the emergence of the Internet of Things. The Internet of
Things refers to the wide array of smart devices that collect data about the
world around them and communicate with people and other computers
over the Internet. Many of these devices, and the data generated by them,
will be used to address important real-world problems, such as managing
health care, protecting the environment, and improving public services.3
For example, sensor-equipped devices, like smart meters that track the
real-time energy consumption of homes and smart thermostats that adjust
heating and cooling in response to whether individuals are home, can help
improve energy efficiency. The City of Chicago has even announced a
project to mount sensors on lamp posts throughout the city to collect
environmental data such as temperature, humidity, and air quality, among
other information.4

Data is increasingly seen as a valuable resource in its own right, capable of
creating enormous wealth and powering the economy, with commentators
saying “data is the new oil.”5 However, the corollary to these dictums is
that communities that are poor in data, as well as the individuals living in
those communities, may fail to thrive. Rather than being the new oil, data
may be the new oxygen. Indeed, the lack of access to certain key resources
can significantly impact an individual’s quality of life. For example,
individuals without official identification can face significant challenges in
their daily lives, such as finding jobs, accessing financial services, and
traveling on planes.6 When these access barriers disproportionately affect
certain groups, it can leave them marginalized by society.

If disparities in data production and collection continue, they may lead not
only to problematic policy decisions by the government, but also less-than-
optimal decisions by individuals as well as by businesses. For example,
commuters without access to real-time transit data might spend more time
waiting for buses and trains than their peers with better access to that
data, or for-profit transit alternatives might not have the data they need to
invest in private transportation services. Sometimes this data may even
mean the difference between life and death. Some carmakers are
beginning to integrate collision notification features that automatically
send data about the location and potential severity of a collision to
emergency responders in the event of an accident, thereby allowing them
to respond quicker, especially if a victim is unable to call for help.”
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As shown in table 1, individuals produce a vast amount of data from many
different sources from genetic data to electronic payments. As new types of
data are generated about individuals, the disparity in data collected about

different communities may be exacerbated.

Type of Data

Example

SENSORS

Wearable tech

Smart devices

GPS and accelerometers
Smart infrastructure
Genetic and genomic tests
Medical tests

Satellites

COMPUTER

Social media
Transactional
Web

Mobile
Hardware

TRADITIONAL

Surveys
Records
Tests

Nike FuelBand

Nest thermostat

Street Bump app
Smart electricity meters
23andMe genetic tests
Theranos blood tests
Satellite images

Facebook posts
Electronic payments
Search patterns
Bluetooth signals
Network traffic logs

American Community Survey
Patient medical records
SAT scores

Table 1: Examples of different types of data

As described below, data is growing in importance to a wide variety of
sectors, including education, health care, and financial services, and data
poverty may have a serious impact on individuals obtaining many of the
emerging benefits of using data in these sectors.

Data is poised to have a disruptive impact on education. Data can help
government leaders create more effective education policy, schools
operate more efficiently, families find the best schools, teachers discover
the most effective lessons, and students learn better.

There are many areas where data is being used to improve K-12 education.
Some of these efforts to use data focus directly on helping students learn
better or improve their behavior. For example, adaptive learning software
can personalize the presentation of concepts based on each student’s
individual learning style and comprehension level, as well as provide
students immediate feedback on their progress.8 The nonprofit testing firm
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Educational Testing Services collects data from over 180 countries to
analyze responses from test questions to determine if students have
mastered the material, so that educators can customize assignments
based on each student’s progress.® The Beaverton, Oregon School District
uses student data about in-school and out-of-school suspensions,
unexcused and excused absences, as well as demographic information to
personalize disciplinary approaches to students to better help them
succeed in the classroom.10 Eventually, schools hope to use social network
analysis to predict and intervene in undesirable behavior like cheating or
tardiness.11

Other improvements come from using data to make better decisions about
how to run a school. Some schools are implementing performance-based
measures for their teachers, as well as using predictive analytics to screen
potential new hires.12 In Dallas, Texas, after the public school system
began collecting better operational data, it realized it was spending more
collecting payments from students for breakfasts and lunches than it cost
to provide the meals. As a result, the Dallas Independent School District
decided to offer all students free meals and eliminated its costly payment
collection system, helping both its own financial standing and its students
in the process.13 Some school districts make their operational data publicly
available. The School District of Philadelphia, for example, has published a
wide array of data sets about its public schools, including teacher pay,
demographics, expenditures, and student performance.14 These open data
efforts (i.e. efforts to make data freely available without restrictions) help
ensure transparency and accountability in the educational system, allow
parents to make informed decisions about which schools to send their
children to, and promote equal access to a quality education.

Many universities are also beginning to use data to improve their students’
experiences. For example, Arizona State University partnered with the
learning analytics company Knewton to teach students remedial math
skills so that they could succeed in college. Using a data-driven approach
to personalized learning, the university was able to decrease the
withdrawal rates by 56 percent and increase pass rates by 10 percent in
the first year of the program.1s Similarly, after Georgia State University
introduced adaptive learning software and a predictive analytics program
to identify risky student behavior and setup appropriate interventions, it
was able to reduce the rate of students failing or withdrawing from its
introductory math classes from 40 percent to 20 percent.16 In addition,
some schools are using predictive analytics to recommend courses for
students based on their interests, learning habits, and past performance,
much like Netflix recommends movies.1?” And the University of Texas at
Austin enters information about every incoming student into a database,
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The coming years will
likely see a rise in patient-
generated health data, or
information that is
recorded by patients
themselves or collected by
a device outside of a
clinical setting.

and compares it to past student performance, to identify which freshmen
need extra support.18 Data is even being used to help match students to
schools. One data analytics company is using its algorithms to help identify
low-income students who are applying to colleges beneath their potential
and suggesting better schools where they might want to apply.1° President
Obama has even proposed linking student aid to schools’ performance, so
that students attending schools that have high graduation rates and
produce graduates who get high-paying jobs, would be eligible for greater
financial assistance.20

While there are many opportunities to use data to improve education,
students who come from data poor environments might lack access to
many of these benefits, such as more efficient schools, personalized
learning, and better guidance in making decisions about post-secondary
education.

Data is critical to the health and well-being of individuals, and it is being
used to improve virtually every aspect of healthcare from developing new
drugs to delivering care to patients. Increased use of data in health care
offers a broad range of benefits, including more personalized and
coordinated care, better quality, faster treatment development, and lower
costs.2t

One way that data is used to improve health care is to assess the efficacy
of treatments. Regulators like the Food and Drug Administration (FDA) use
data from clinical trials to decide whether drugs, vaccines, or other medical
interventions are safe and effective. Historically racial and ethnic
minorities, as well as women, have been underrepresented in clinical trials.
For example, Hispanics represent approximately 16 percent of the U.S.
population but only 1 percent of clinical trial participants.22 When certain
groups are underrepresented in the data, the decisions made about the
safety and efficacy of treatments for patients may be biased. For example,
women are more likely than men to have an adverse reaction to a drug and
may respond differently to medical devices. Some drugs have even been
taken off the market because of effects found in women that were missed
in clinical trials. Similarly, studies have found that various racial and ethnic
groups respond differently to certain medications.23

The coming years will likely see a rise in patient-generated health data, or
information that is recorded by patients themselves or collected by a
device outside of a clinical setting. The volume of patient-generated health
data has increased rapidly in recent years due in part to the proliferation of
wearable technology (“wearable tech”) and other smart devices.24 There
are already a number of fitness and health devices, such as Nike Fuelband

CENTER FOR DATA INNOVATION



and Fitbit, which track an individual’s activity levels and sleep patterns,
and the Withings scale which helps individuals track their weigh, resting
heart rate, and even the indoor air quality. The recently-introduced Apple
Watch, a device with geo-tracking and health-tracking capabilities, will
likely bring wearable tech even further into the mainstream. Data from
these devices can help motivate individuals to lead healthy lifestyles or
receive incentives, such as discounts or rebates on health-related goods
and services. Individuals without access to this type of data about
themselves may not benefit from incentives designed to promote healthy
lifestyles.

Patient-generated data has considerable value, as it is typically much more
granular than laboratory data, allows for real-time monitoring, and can
capture small fluctuations that lab tests may miss. Health care providers
may use the data to remotely monitor and manage their patients’ care and
intervene quickly if the need arises. For example, the FDA has recently
approved mobile health startup AliveCor’s algorithm for detecting whether
an individual is having a heart attack by monitoring real-time
electrocardiogram (ECG) data from a heart-rate monitor attached to a
mobile device.25 Or to take another example, Propeller Health has made a
GPS-enabled device that tracks data about the usage of inhalers by
asthma patients. Its system then integrates public information from the
Centers for Disease Control and Prevention (CDC) about environmental
asthma triggers so that health care providers can create personalized
treatment plans.26 Even simple interventions, such as smart pill bottles
that record data about when patients take their medicine, can help ensure
better health care outcomes by helping patients adhere to treatment
plans.2” Once again, individuals with access to data-driven health care
technologies will likely have better outcomes than those without it.

A variety of health care initiatives have been launched that rely on public
data sets. For example, the Baltimore-based startup Symcat uses machine
learning algorithms to analyze medical records from the CDC to help
patients identify potential diagnoses based on their symptoms.28 Another
company, mHealthCoach, has created an app that uses data from the
Agency for Healthcare Research and Quality’s Healthcare Cost and
Utilization Project and warnings from the FDA’s ClinicalTrials.gov website to
send high-risk patients personalized messages and reminders about their
medications.2® Researchers are also experimenting with alternative
sources of data for health care purposes. For example, local health officials
have experimented with using online surveys of Facebook users to
measure vaccine practices.30 In another example, researchers evaluated
personal ads on Craigslist to find the incidence of men who have sex with
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men but do not openly identify as gay. The research suggested that public
health initiatives to combat HIV/AIDS which rely on the size of the openly
gay population may overlook certain communities where interventions may
be necessary.3! These applications show the potential of using big data
analytics in health care, but also show the limitations if certain groups are
excluded from the data sets.

The importance of data in health care will only continue to grow as
providers seek to use data to personalize prevention, diagnosis, and
treatment options to patients’ unique biological, environmental, and social
conditions.

Better data allows financial service providers to reduce costs and deliver
better quality services to consumers. Many financial institutions are using
big data to identify potential customers, help them resolve problems they
might encounter, and ensure they are offering the financial services
consumers need.32 Major banks, such as Bank of America and Wells Fargo,
actively monitor social media to identify and resolve customer
complaints.33 Others use a variety of data, including customer profiles and
transactions, to identify high risk transactions and cut down on fraud.34 For
example, credit card companies, like Visa and MasterCard, as well as
payment processors like PayPal, use advanced algorithms and powerful
computers to analyze hundreds of aspects of each transaction they
process to reduce fraud and keep costs low for merchants and
consumers.35

Better data also helps creditors understand the risks associated with a
particular activity and price their services appropriately. Deeper
understanding can unlock new opportunities, such as loans and insurance
that would otherwise be unavailable to underserved populations. For
example, banks in Africa generally have not offered many commercial
loans for agricultural purposes in the past because they do not have
access to good data to build risk models. However, startups, such as
Nairobi-based Gro Ventures, are collecting regular updates from small
farmers throughout the region about crop yields and commaodity prices,
aggregating the data, and then using it to build risk models. Banks can
then use these risk models to make loans to farmers or farm
cooperatives.36 In the United States, insurance companies like State Farm
and Progressive have used data collection devices that plug into a vehicle’s
diagnostic port to capture information about individuals’ driving behaviors
and offer safe drivers lower rates.37 The software-company Agero has even
produced an app for a mobile phone that will collect data such as driving
behavior, distance traveled, and hours driven during peak traffic times
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which will allow consumers to purchase insurance based on how they drive
rather than their demographic.38

Data is making it possible for individuals and businesses to get access to
credit who otherwise would be denied. For example, car dealers have
begun to use Internet-connected devices to lower the risk of giving a car
loan to consumers who lack credit or collateral. In the past, dealers would
worry that customers might stop paying their loans and then abscond with
the vehicle. However, by using a GPS-enabled mobile device to track the
vehicle, the dealer can easily locate the car or even remotely disable it in
the event of non-payment. By providing this data, an individual who might
otherwise not get a car loan, such as someone who has been struggling to
make ends meet but needs a car to get to a new job, is able to do s0.3°
Similarly, startups like LendUp offer loans to individuals who might
otherwise be denied credit or charged higher rates using traditional lending
practices. By reviewing both traditional data from credit bureaus and social
media data that captures previously hard-to-quantify aspects about
individuals, such as the strength of their ties to the community, these
startups are able to extend credit to more individuals.4° Finally, many small
businesses in the United States have had a difficult time obtaining credit
from banks after the Great Recession. However, these small businesses,
including many women-owned and minority-owned businesses, have been
able to get credit from alternative lenders that look beyond collateral and
credit scores, and instead use verified data about online sales, bank
transactions, and online reviews to lend to companies with a positive cash
flow.41

Data is shaping the future of many financial services and unlocking new
opportunities for individuals and businesses. However, individuals and
communities without rich data profiles may find that their needs are unmet
and that they are unable to take advantage of new services.

Addressing the risk of data inequality should be a high priority for
policymakers so that the benefits of data-driven innovation can be shared
by all communities. Specifically, we recommend the following:

1. Continue government data collection programs that focus on hard-to-
reach and underrepresented communities

Even traditional methods of data collection can underrepresent certain
groups. With regards to traditional survey methods, there are many well-
known causes of sampling biases. For example, with regards to telephone
surveys, since pollsters are not permitted to use automated dialing
technology to call cell phones, they often conduct polls only using
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To ensure that all
communities are well-
represented in data sets,
government-led data
collection efforts should
strive to be as inclusive as
possible.

landlines. As a result, landline-only polls tend to undercount younger and
non-White Americans who tend to live in cell phone-only households.42 And
even attempts to count an entire population often miss certain groups. As
noted earlier, the Census Bureau has had long-standing challenges
collecting data about certain populations, as factors such as access to a
telephone, poverty rates, high school graduation rates, language skills,
mobility, and employment levels all impact how difficult or easy it is get a
high response rate from a given neighborhood.

To ensure that all communities are well-represented in data sets,
government-led data collection efforts should strive to be as inclusive as
possible. For example, Sen. Brian Schatz (D-HI) recently introduced S. 989
the “Strengthening Health Disparities Data Collection Act” which would
require the Department of Health and Human Services to collect data
about the sexual orientation and gender identity in all of its federally-
funded health-related programs.43 As government agencies undertake new
data collection tasks, part of their review process should consider whether
their efforts are likely to underrepresent certain groups and disclose any
known shortcomings when they publish their data sets.

2. Ensure that funding programs aimed at closing the digital divide
consider the impact on data poverty

New methods of data collection may also result in biased results. For
example, individuals without access to certain types of technology, such as
smart phones and wearable tech, will not be able to contribute to
aggregated data sets that are later used for research. There are a number
of government programs in place to help close the digital divide, such as
the Lifeline program to offer discounted phone services to low-income
Americans.44 Similarly, the Obama Administration has publicly backed the
“Connect to Compete” program to provide computers and broadband
Internet access to families that qualify for the National School Lunch
Program.45 Future funding programs aimed at closing the digital divide
should also consider the impact that technology access has on data for
certain communities. In particular, as the number of smart devices steadily
grows, policymakers should ensure that low-income communities have
affordable access to the Internet of Things. For example, public utility
commissions should track smart meter deployment to ensure these
devices are made available on an equal basis. In addition, policymakers
should ensure that any federal or state programs aimed at spurring smart
city development require citywide deployment, including in low-income
neighborhoods.
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3. Ensure that digital literacy programs help individuals to understand
data-producing technologies, such as social media and the Internet of
Things

Certain groups of individuals may choose not to use specific technologies
that produce important data sets simply because they do not understand
how to use the technology. For example, varying levels of digital literacy is
one reason why some groups of individuals are underrepresented on social
networks, use certain types of technologies at lower rates than others, or
do not contribute user-generated content on platforms like Wikipedia.4¢
Just as policymakers should update policies designed for the digital divide
to address the data divide, policymakers should update policies designed
to reduce digital literacy to help individuals understand data-producing
technologies.

4. Encourage civic leaders in low-income neighborhoods understand the
benefits of data and know how to integrate technology solutions into grant
proposals

The Internet of Things offers many opportunities to use sensors to embed
intelligence into everyday items and eventually create smart homes, smart
cars, smart infrastructure, and smart cities. These devices will generate a
substantial amount of data that will help communities learn how to be
more productive, sustainable, and resilient. It is important that the Internet
of Things does not only become part of certain types of cities or
neighborhoods, but also is integrated into diverse communities. One way to
ensure this happens is for federal grant-making agencies to work with civic
leaders to understand how technology can be applied to various projects.
For example, the U.S. Department of Transportation can provide training to
ensure that both high-income and low-income communities have the
capability to apply for funding to implement intelligent transportation
systems. Other initiatives, including the U.S. Department of Energy’s grants
for energy efficiency and the U.S. Department of Education’s technology
grants, should take similar actions.

Some people might suggest that inequalities in data collection mean that
data-driven solutions should not be used. This would be a mistake. Just as
the solution to the digital divide was not to go limit the use of computers,
the solution to the data divide is not to take steps back from using data. As
described above, data-driven innovations have enormous opportunities to
advance important societal goals such as improving the cost and quality of
health care and education, as well as advancing access to financial
services. The goal of policymakers should be to ensure that no groups are
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systematically excluded from data collection activities so that all
individuals have the opportunity to obtain the social and economic benefits
of data.
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