CENTER

FOR

DATA
INNOVATION

Everything the U.S. Government Is
Doing to Help the Private Sector Build
the Internet of Things

By Daniel Castro and Joshua New | December 12, 2016

The Internet of Things (loT) offers a host of potential
benefits to many sectors of the economy, including
agriculture, manufacturing, transportation, and health care.’
While the U.S. federal government has undertaken an array
of important activities to support the development of the
Internet of Things in the private sector, these efforts are
mostly uncoordinated and the government lacks a strategic
vision. In the coming years, the federal government should
better organize its support of widespread loT use in America
by establishing a national strategy for the Internet of Things.

As the Center for Data Innovation has written previously, because the
Internet of Things—physical objects embedded with sensors or actuators
and connected to a network, which can include everything from home
appliances to automated factories to connected cars—offers so many
important economic and social benefits, countries should develop
national strategies to promote its adoption and use.? Among other
benefits, creating a national strategy would help coordinate existing
initiatives and allow government agencies to better plan future projects.
One way to accelerate development and adoption of the Internet of
Things is for the U.S. federal government to be an early adopter.?
However, in addition to being an early adopter, the U.S. government has
a significant opportunity to support private-sector efforts at building the
Internet of Things through other activities, including programs to provide
technical resources; strengthen cybersecurity; develop industry-friendly
regulations; ensure spectrum availability; support research,
development, and demonstration; and coordinate stakeholders. Many of
these programs are underway, although they often lack the coordination
and scale necessary to support the Internet of Things as completely as
possible. The purpose of this report is to shine a light on these



activities, so policymakers have a better understanding of what is being
done today and where gaps exist.

Several U.S. federal agencies are providing technical resources to
support the Internet of Things largely by providing guidance on
standards development and interoperability. In May 2016, the National
Institute of Standards and Technology (NIST) Cyber-Physical Systems
Public Working Group (CPS PWG) published the Framework for Cyber-
Physical Systems.* The framework provides comprehensive technical
information, definitions, and taxonomies on five categories of issues
related to the Internet of Things: reference architecture, cybersecurity
and privacy, timing and synchronization, data interoperability, and use
cases.® NIST’s framework helps guide the development of solutions to a
variety of technical challenges associated with the Internet of Things.®
CPS PWG also manages an array of projects at NIST labs to produce
technical research related to a variety of loT applications, including
smart manufacturing, disaster resilience, and smart grid.’

NIST’s Engineering Lab runs multiple initiatives to advance metrology
(i.e., scientific measurement) that benefit the Internet of Things.® For
example, its Sensing and Perception Systems Group produces
metrological research related to smart manufacturing and construction
applications, and its Advanced Metering in Smart Distribution Grids
project focuses on improving the accuracy of smart-meter sensor
technology.® NIST also published a Research Roadmap for Smart Fire
Fighting in 2015 to provide guidance on overcoming technical
challenges related to connected technologies that can improve
firefighting and fire-protection efforts.©

To promote interoperability, in September 2015, NIST published its
“Big Data Interoperability Framework,” which provides exhaustive
technical and taxonomical information as well as standards information
for data technologies, particularly the Internet of Things.!! NIST has
also published the third iteration of its Framework and Roadmap for
Smart Grid Interoperability Stanaards, and is currently developing its
“loT-Enabled Smart City Framework.”!? Additionally, the Department of
Transportation’s (DOT’s) Intelligent Transportation Systems (ITS)
Standards Program is conducting a variety of activities to support
interoperable ITS standards and architectures, including testing,
providing technical assistance to local and state stakeholders, and
developing deployment guidance.!?

To address cybersecurity needs, NIST published its “Framework for
Improving Critical Infrastructure Cybersecurity” in early 2014.* Though
its focus is far broader than just the Internet of Things, the framework
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provides valuable recommendations and cybersecurity best practices
that apply to all connected technologies. In May 2016, NIST released
the second draft of its Systems Security Engineering, which provides
additional technical guidance for securing connected technologies.!®

Several agencies have taken steps to develop and promote general loT
cybersecurity best practices. In January 2015, the Federal Trade
Commission (FTC) published high-level guidance for businesses about
how to build security into loT products.'® The National
Telecommunications and Information Administration (NTIA) has
committed to hosting a series of public meetings to convene loT
stakeholders and discuss issues related to security upgradability and
patching, and it held its first meeting in October 2016.” And in
November 2016, the Department of Homeland Security (DHS)
published "Strategic Principles for Securing the Internet of Things," a
whitepaper that details the security risks of 10T devices and establishes
nonbinding principles for responsible cybersecurity practices.'®

For sector-specific issues, NIST published extensive guidelines for
smart-grid cybersecurity in 2014, and the FCC’s Technological Advisory
Council (TAC) Cybersecurity Working Group published a white paper in
December 2015 detailing the technical considerations of cybersecurity
for consumer 10T devices.!® Additionally, in January 2016, the Food and
Drug Administration (FDA) issued draft guidance for medical-device
manufacturers focusing on post-market cybersecurity challenges for
networked medical devices.?° Finally, the National Highway Traffic
Safety Administration (NHTSA), an agency within DOT, has published
"Cybersecurity Best Practices for Modern Vehicles," an overview of
voluntary guidelines to improve security in connected vehicles.?!

In addition to providing guidance, some federal agencies have taken
steps to encourage the development of new technologies to improve
cybersecurity for the Internet of Things since many kinds of connected
devices lack the computing power to use traditional cybersecurity
approaches. For example, the Defense Advanced Research Projects
Agency (DARPA) launched the “Leveraging the Analog Domain for
Security” program in September 2015 to fund research into technology
that can analyze electromagnetic, acoustic, thermal, and other kinds of
emissions from connected devices to detect the presence of malicious
software.?2 Malicious software can cause connected devices to function
differently than intended, causing changes in the emissions these
devices produce.?® DARPA has allocated up to $36 million for the first
phase of the project, which will run for 18 months.?*
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Several federal agencies have completed or are working on regulatory
and policy efforts that will substantially influence the development and
adoption of the Internet of Things.

The FDA’s medical-device cybersecurity guidance, when finalized, will
guide FDA's regulatory approach towards the security of medical loT
technologies.?® In July 2016, FDA also issued guidance exempting low-
risk devices from regulatory oversight in certain conditions.2® For
example, connected devices that collect health data, such as fitness
trackers, will not be subject to regulatory scrutiny, provided that they
only function to promote healthy behavior, and not diagnose or treat a
specific disease.?’ Additionally, in February 2015, FDA finalized
guidance exempting medical-device data systems—connected devices
that store, transfer, display, or convert medical data—from

regulatory oversight.?®

In 2014, DOT issued an advance notice of proposed rulemaking
(NPRM) mandating the use of vehicle-to-vehicle (V2V) communications,
which rely on connected technologies to improve vehicle safety by
sharing data such as speed and location, in new cars.?® After soliciting
feedback from industry and the public, DOT submitted the NPRM to the
Office of Management and Budget in January 2016, with plans to issue
the V2V mandate in mid-2016, though it had not done so as of October
2016.%° Transportation Secretary Anthony Foxx has stated that the goal
of the V2V mandate is to encourage the deployment of innovative
connected technologies, rather than create burdensome restrictions.3!
And in September 2016, the National Highway Traffic Safety
Administration (NHTSA) published its Federal Automated Vehicles
Policy, which recommends policies that encourage the collection and
sharing of large amounts of data from connected sensors in autonomous
vehicles to accelerate the development of the technology.3? Although the
policy is largely supportive of innovative uses of connected sensors, it
does include counterproductive and unnecessary recommendations
related to consumer privacy that are not relevant to vehicle safety, have
the potential to create duplicative or conflicting rules, and which are
outside the immediate expertise of the agency.®?

Other federal agencies are exploring how the Internet of Things impacts
existing regulations. In January 2015, the Federal Trade Commission
released a staff report summarizing a workshop it hosted to discuss the
security and privacy considerations of the Internet of Things.3* The
report puts forth several best practices for businesses deploying the
Internet of Things to adopt to mitigate security and privacy risks and
earn consumer trust.3® Similarly, though not explicitly focused on the
Internet of Things, the FTC published another report in January 2016
examining the potential for businesses to use data, such as information
collected by sensor networks, to discriminate or harm consumers.3¢
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To guide future regulatory actions and identify the proper role of the
federal government on issues related to the Internet of Things, in April
2016 NTIA issued a request for comments (RFC) on a broad array of
benefits and challenges created by the Internet of Things.3” After
reviewing these comments, NTIA will produce a working paper
identifying specific areas of focus for federal agencies to address issues
limiting loT deployment, overcome possible challenges such as
consumer protection and spectrum availability, and promote private
sector development of the Internet of Things.3® Importantly, the RFC
also seeks to address the value and viability of an overarching national
strategy for the Internet of Things, an approach employed by several
other countries.®®

The success of the Internet of Things relies on several public goods,
including spectrum. The FCC has undertaken a number of proceedings
to make additional wireless spectrum available for commercial use.
While these efforts are not specifically aimed at the Internet of Things,
additional spectrum, including licensed, unlicensed, and blended
access models, will facilitate cheaper, more abundant connectivity that
will support a broad array of connected technologies. The 2015 AWS-3
auction made 65 megahertz of licensed, flexible-use spectrum bands
available to wireless network operators. The FCC is working to improve
rules governing access to the b gigahertz (GHz) band and made
considerable progress to ease access to an additional 100 megahertz
(MH2z) of unlicensed spectrum. The FCC is also experimenting with a
new model of spectrum access for the 3.5 GHz band to better
coordinate licensed and unlicensed users. The ongoing 600 MHz
incentive auction will allow television broadcasters to sell their rights to
these spectrum bands to wireless providers, and FCC is exploring how to
free up more high-band spectrum above 24 GHz, which is expected to
be an important component for next-generation 5G networks.*°

Since the Internet of Things consists of many different technologies,
such as batteries, sensors, and transmitters, it is difficult to clearly
define all the federal government’s R&D efforts that benefit the Internet
of Things, either directly or indirectly, as many initiatives focus on a
particular component, rather than the technology as a whole.

In September 2015, the White House launched its Smart Cities
Initiative, to use connected technologies to solve municipal challenges
and improve government services, and earmarked over $160 million in
new funding to advance research in this space, ranging from connected
vehicle pilot projects to developing advanced emergency-response
technologies.*! In September 2016, the White House announced $80
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million in additional federal support for the Smart Cities Initiative,
focusing specifically on projects related to climate, transportation,
public safety, and transforming city services using connected
technologies and data.*?

In December 2014, DOT'’s Intelligent Transportation Systems program
released its 20152019 Strategic Plan, detailing a host of ongoing and
planned research projects across six categories that all rely heavily on
connected technologies: connected vehicles, which includes V2V
communications; automation; emerging capabilities; enterprise data;
interoperability; and supporting adoption and deployment.*® In
September 2015, DOT also announced $42 million in funding for New
York City, Wyoming, and Tampa to conduct connected vehicle pilot
programs to test both V2V and vehicle-to-infrastructure (V21)
technologies that could substantially increase public safety and reduce
congestion.** Most notably, DOT launched its Smart City Challenge in
December 2015 and awarded $40 million from the White House's
Smart Cities Initiative to Columbus, Ohio, to integrate connected
technologies throughout its transportation network to reduce congestion,
improve transportation safety, support underserved communities,
promote economic growth, and benefit the environment.*® To further
incentivize participation in the challenge, DOT worked with private firms
to provide an additional $20 million in funding and a variety of loT
management tools to the winning city.*® For example, DOT has
partnered with Sidewalk Labs for a project called Flow to create a
monitoring and management system for public transportation. This
system will allow cities and DOT to better understand how people
navigate cities to tackle transportation challenges and increase
engagement with citizens.*” And in October 2016, DOT announced an
additional $56.6 million in grant funding for advanced transportation
technology projects focusing on connected vehicles and infrastructure in
eight cities.*®

Also, to support smart cities, NIST runs the Global City Teams
Challenge, which primarily serves as a community of practice for smart-
city companies and municipal governments, which received $2.5 million
from the White House Smart Cities Initiative to support participating
researchers and municipalities in 2015, and an additional $1 million

in 2016.4°

The Environmental Protection Agency (EPA) has launched a series of
smaller-scale challenges to support the development of useful
applications of 10T technologies. In June 2012, EPA hosted a challenge
with the Department of Health and Human Services (HHS) that awarded
$100,000 to teams that developed a method for linking physiological
data and air-quality data collected by networked sensors to support
research into how pollutants impact human health.®° In 2013, EPA
offered up to $10,000 for the winner of a challenge to develop real-time
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sewer overflow sensors that could help improve municipal sanitation
efforts.®® And in August 2016, EPA launched the Smart Cities Air
Challenge, which will award up to $50,000 each to two communities
that submit the best proposals to deploy hundreds of networked air-
quality sensors and develop best practices for collecting, managing, and
sharing air-quality data.®?

DHS runs several Apex programs—clusters of R&D projects, most of
which involve the Internet of Things—focused on improving border
screening and monitoring, national security, public safety, and disaster
response.®® For example, the Next Generation First Responder program,
launched in January 2015, spans 40 projects working to develop
connected technologies that protect emergency responders, reduce
response time, and improve decision-making.®* Additionally, the
Screening at Speed program, run in conjunction with Department of
Energy (DOE) national laboratories and the Transportation Security
Administration, is developing advanced imaging and detection-sensor
technologies to improve airport security, reduce its invasiveness, and
make air travel more convenient.%®

The Centers for Disease Control and Prevention (CDC) launched a pilot
research project in October 2015 to investigate the feasibility of existing
and emerging technologies, including the Internet of Things, for
monitoring underground mining environments to safeguard miners’
health.%® The Intelligence Advanced Research Projects Activity (IARPA)
Office of Smart Collection conducts research projects involving the use
of sensors and connected technologies to improve intelligence
gathering.®” For example, the Molecular Analyzer for Efficient Gas-phase
Low-power INterrogation (MAEGLIN) project is developing low-power
chemical-analysis technology for remote inspection and identification of
explosives, chemical weapons, and nuclear material.%8

The National Science Foundation (NSF) provides funding for several
research areas related to the Internet of Things. For example, the NSF
Small Business Innovation Research/Small Business Technology
Transfer program provides seed funding for projects in 10 technology
areas, one of which specifically focuses on the Internet of Things, and
several others that support it tangentially, such as Smart Health and
Biomedical Technologies, as well as Electronic Hardware, Robotics, and
Wireless Technologies.?® NSF’s Directorate for Computer & Information
Science & Engineering (CISE) also provides funding for a variety of
research projects related to the Internet of Things, such as its
Information & Intelligent Systems program and its Computing and
Communication Foundations program.®°

USDA’s National Institute of Food and Agriculture (NIFA) is offering
educational and application assistance, as well as grants, to help spur
the use and adoption of the Internet of Things and precision agriculture
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technologies in the farming sector.®! In partnership with universities and
other agencies, NIFA supports the development of sensors and
associated software to better observe and analyze data from animal
production, forest production, and crop production, not only so farmers
can do their job better, but to help make consumer products safer and
more user-friendly.®?

Finally, in May 2016, the White House released the Federal Big Data
Research and Development Strategic Plan, outlining the
administration’s R&D strategies across seven focus areas, several of
which directly relate to the Internet of Things.®® These strategies include
“build and enhance research cyberinfrastructure that enables big data
innovation in support of agency missions,” “create next-generation
capabilities by leveraging emerging big data,” and “improve the national
landscape for Big Data education and training to fulfill increasing
demand for both deep analytical talent and analytical capacity for the
broader workforce foundations, techniques, and technologies.”®* The
latter strategy will be particularly beneficial for the Internet of Things as
the value of connected technologies lies with the data they generate.
The United States already suffers from a data-science skills gap, with
far fewer workers with the skills to capture the value of data than
necessary, and this gap will only widen as loT deployments increase.®®
Though the private sector invests heavily in worker training,

the development of human capital is fundamentally a

public-sector responsibility.

Many federal agencies are supporting private-sector efforts to develop
the Internet of Things by coordinating the actions of government,
academic, and other stakeholders.

DOE’s Federal Smart Grid Task Force, established in 2007, consists of
experts from 11 different federal agencies to coordinate strategies to
promote awareness and integration of smart-grid technologies and
practices.®® Also to aid smart-grid efforts, NIST operates the Smart
Grid National Coordination project and, in conjunction with the
International Trade Administration and DOE, has established the
International Smart Grid Action Network, a 17-country collaboration to
encourage the adoption of common international standards for smart-
grid technologies.®’

In 2008, CDC partnered with General Motors to develop the Advanced
Automatic Collision Notification (AACN), a series of common protocols
to support communication between automotive telemetry technologies
and emergency medical services.®® Cars that use AACN can
automatically share crucial data with emergency responders in the event
of a crash, including the vehicle’s location, the severity and direction of
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impact, and whether or not airbags deployed, which can substantially
improve emergency response efforts.®°

In November 2015, NSF launched its Big Data Regional Innovation
Hubs—clusters of academic, industry, government, and civil-society
stakeholders working to advance data-driven innovation in areas
including precision agriculture, smart communities, and natural hazard
management, which all involve the heavy use of connected
technologies.”® The hubs coordinate the activities of 250 organizations
across b0 states to facilitate partnerships, collaborate, and address
regional challenges.”?

To support smart manufacturing, NIST runs Manufacturing USA,
formerly the National Network for Manufacturing Innovation, a network
of nine institutes (with an expected six additional institutes to be
announced by 2017) that support pre-competitive cooperative research
on advanced-manufacturing technologies.’?> Manufacturing USA
convenes public-private partnerships, works with universities, and
promotes information-sharing and collaboration across the federal
government to spur the development and adoption of innovative
manufacturing technologies, such as sensor-laden manufacturing
plants.”® Several of the institutes, such as the Smart Manufacturing
Innovation Institute and Advanced Functional Fabrics of America, have
an explicit focus on supporting loT-related technologies.”* Additionally,
NIST’s Engineering Laboratory provides a suite of software and tools
for testing, evaluation, and standards development for smart-
manufacturing applications.”®

For smart-transportation stakeholders, DOT operates the Research Data
Exchange (RDE) transportation data-sharing portal, which allows
researchers to access archived and real-time data from smart-
transportation testing.’® The goal of the RDE is to accelerate
development and deployment of connected technologies in vehicles,
infrastructure, and other platforms by providing relevant testing data
sets such as GPS tracking, traffic data, data from vehicle devices, and
CCTV cameras.’”” Several of the federal government’s research and
development efforts also serve a stakeholder coordination function. For
example, NIST’s Global Cities Team Challenge, the White House Smart
Cities Initiative, and DOT’s Smart City Challenge all focus on
establishing communities of practice, coordinating public and private
sector efforts, and sharing best practices.
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The U.S. federal government has initiated a wide array of projects to
support the growth of the Internet of Things. But many of these projects
are relatively small scale and one-off. Absent a large-scale coordinated
government effort to accelerate the development and deployment of the
Internet of Things, these projects are likely insufficient to grow the
technology as rapidly as would be desirable, resulting in the United
States losing out on considerable economic and social benefits.”®
Fortunately, Congress has signaled its support for a national strategy for
the Internet of Things that would remedy this.

In early 2016, bipartisan members of the House and Senate introduced
the Developing Innovation and Growing the Internet of Things (DIGIT)
Act, which would address many of the questions raised by NTIA's RFC
on the Internet of Things.”® The DIGIT Act would direct the Secretary of
Commerce to establish a working group of government, industry,
consumer, and civil-society stakeholders to report on policies and
practices that hinder loT development, propose policies to improve
federal agency coordination on loT issues, and identify opportunities for
federal agencies to make better use of the Internet of Things.&
Additionally, the DIGIT Act would direct the FCC to report on the current
and future spectrum needs of the Internet of Things and provide
recommendations to overcome any relevant regulatory barriers.®! The
DIGIT Act was introduced following 2015 House and Senate resolutions
that acknowledged the potential benefits of the Internet of Things and
called for the development of a national strategy to support the
technology.®?

NTIA’s RFC on the Internet of Things also raised the issue of whether
the federal government should develop a national strategy for the
Internet of Things, and many of the submitted comments agreed this
would be beneficial for the growth of the technology.®® As the Obama
administration draws to a close, it is unlikely the federal government will
make significant additional progress toward a national strategy.
However, the stage is set for the Trump administration to take up the
mantle and establish the federal government not only as a lead adopter
of the Internet of Things, but also as a champion for the technology and
a valuable partner for the private sector.
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