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Response to the European Commission’s Consultation
on the European Strategy for Data

On behalf of the Center for Data Innovation (datainnovation.org), we are pleased to submit
comments in response to the public consultation on the “European Strategy for Data” (hereinafter
the “EU data strategy”) published on February 19, 2020 by the European Commission.t The Center
for Data Innovation is the leading think tank studying the intersection of data, technology, and public
policy. With staff in Washington, D.C. and Brussels, the Center formulates and promotes pragmatic
public policies designed to maximize the benefits of data-driven innovation in the public and private
sectors. It educates policymakers and the public about the opportunities and challenges associated
with data, as well as technology trends such as predictive analytics, open data, cloud computing, and
the Internet of Things. The Center is a non-profit, non-partisan research institute affiliated with the
Information Technology and Innovation Foundation (ITIF).

The EU data strategy is based on premises and notions that are fundamentally flawed. First, it calls
for the creation of “personal data spaces,” without providing evidence that consumers want these or
providing specifics on how it would work. In addition, the strategy calls for expanding data portability
requirements provided by the GDPR, but it fails to account for the cost and feasibility this would
entail for companies. These proposals are likely to stumble on the roadblocks laid out by existing EU
data protection laws. Indeed, the GDPR restricts the collection, processing, and sharing of personal
data, which makes the viability of “personal data spaces” even more contestable. Combined with an
unfortunate European legacy of failed cloud projects, the lack of technical details and specifics will
not be ideal when it comes to persuading potential users of the credibility and security of the project.

Second, it asserts that the EU needs cloud providers owned and operated in Europe. The implicit
assumption, which is backed by no evidence, is that the dominant U.S. cloud providers are neither
secure nor trustworthy and therefore European cloud providers should be given preferences for
hosting European data. The idea that “trusted, secure” European data spaces can only be hosted in
Europe by European cloud services misses the mark. It is based on the mistaken belief that data is
more private and secure when it is stored within a country’s borders.2 Non-EU cloud providers must
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still comply with EU laws and regulations, just like EU ones. In addition, the strategy pushes for data
localization in the hope that it will support digital development of EU companies. Data localization is
at best a misguided temptation, at worse a counterproductive strategy: For all countries, the
economy can be most innovative when individuals and firms can engage in digjtal activity and
commerce without unnecessary restrictions on how they can use and transfer data. Building a
European cloud is nothing less than a mercantilist, protectionist project, which aims to make it
increasingly harder, even more than with the GDPR, for non-EU companies to sell to the EU without
regulatory alignment. The EU should clarify that it is determined to work with its allies to implement
its data strategy and seek interoperability with its trading partners on data issues.

Third, it assumes that private sector providers are incapable of creating shared sectoral data spaces
themselves. While some encouragement from policy may be helpful, there are many examples of
private sector providers sharing data.

Finally, it concludes that forced data sharing is the right solution, particularly to benefit European
SMEs and if it comes at the expense of large foreign companies. But most business-to-business
(B2B) data sharing is mutually beneficial. The Commission should clarify that private sector data
sharing should be primarily voluntary. The EU should preserve and protect freedom of contract for
B2B data sharing as long as data sharing does not present competition concerns. Moreover, the EU
data strategy and the future Data Act should balance data sharing with the EU’s privacy rules, while
respecting and upholding intellectual property rights, factor in the safety and security risks data
sharing can represent for companies, and encourage experiments with data sharing mechanisms
such as data trusts.

In summary, the EU data strategy shoots at the wrong targets. To ensure these proposals are
credible, EU policymakers should harmonize EU data governance frameworks and avoid the
unnecessary duplication or expansion of rules. The EU should also work with its partners—including
allied countries in areas where mutual engagement is beneficial, as well as the private sector, and it
should invest in strategic technologies where it can still lead.

Finally, to strengthen the EU data strategy’s proposed framework, the Commission proposes to
address contextual aspects and challenges, including the lack of interoperability and common
standards for better data sharing, the use of public sector data information by businesses, as well as
the transformation of the labor market, the lack of digital literacy, and the lack of human capital
supply in Europe. This submission offers recommendations for these three challenges. This
submission also focuses on areas which merit further emphasis in the data strategy, namely:
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clarification of the data strategy’s funding approach, digitalization of businesses, completion of the
digital single market, and commitment to digital free trade. The EU risks wasting its efforts if it
sidelines these other priorities.

The goal of the EU data strategy is to build a single market for data so it can be more competitive in
the global data economy. To this end, the European Commission proposes to adopt new legislation
on data governance, access, and use; invest in Europe’s data infrastructure; invest in skill
development and data literacy, and establish “personal data spaces” to provide users with a set of
tools that give them more control over their data; and create common “European data spaces”—
digital environments with a shared set of technical and legal rules to facilitate data access and data
sharing within Europe in strategic sectors of public interest.

At first glance, the strategy’s main objective is laudable—the EU should “become a leading role
model for a society empowered by data to make better decisions—in business and the public sector.”
The strategy rightly emphasizes that “more accessible data” is critical to the creation of new
products and services.3 The Commission is right to recognize the role of data in empowering society,
and to aim to address long-lasting EU handicaps that stand on the way, such as interoperability
issues, the fragmentation of the digital single market, and the digital skills gap.

In addition, the Commission has indicated that it recognizes the dynamic nature of the data economy
and will not pursue heavy-handed regulations. The strategy states: “the Commission deliberately
abstains from overly detailed, heavy-handed ex ante regulation, and will prefer an agile approach to
governance that favors experimentation (such as regulatory sandboxes), iteration, and
differentiation.” This is a welcome starting point.

Unfortunately, mistrust towards foreign companies and fears that technological dependency on
foreign solutions could harm the EU’s future prosperity and sovereignty is manifest across the EU’s
recent tech and digital policies. This may be what the Commission implies by mentioning the
vulnerability of the EU by “external data threats” in the strategy—but merits clarification.4 Similarly,
where the data strategy mentions that European rules should ensure “there is an open, but assertive
approach to international data flows, based on European values,” the Commission should clarify
what being “open but assertive” means in practice. Regarding “European values,” except from the
“protection of privacy” and data protection, the EU data strategy fails to provide more examples. In
addition, the definition of European values should make clear that Europe stands against
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authoritarian values demonstrated in non-democratic states like China. But to define European
values so narrowly that it means exclusion of other democratic, allied nations such as the
Commonwealth nations, Japan, and the United States would only further isolate the EU and splinter
what should be a common alliance against non-democratic, authoritarian states.

This is important, considering that a number of dubious proposals for a “European Cloud” or a
“European Internet” are circulating across EU institutions, trumpeting intentions to discriminate
against foreign providers and boost European firms—while using China as an example to follow. One
of them explains that “Foreign web services could become part” of a European “digital ecosystem
but must adhere to the rules and standards of the EU—such as democratic values, data protection,
data accessibility, transparency and user friendliness.”s It further suggests that this European cloud
would require “a top-level infrastructure, high-speed 5G or a 6G data network and a firewall. Setting
up such a network would promote many European companies and therefore ... drive innovation. Like
the Chinese firewall, this European internet would block off services that condone or support
unlawful conduct from third party countries.”®

The EU data strategy’s ambitions merit that the Commission takes another look and update it where
it lacks precision, before proposing legislative rules through the Data Act expected for 2021. In other
words, rather than seeking an EU data and cloud system, the strategy should work to exclude non-
democratic systems and embrace digital free trade with allied, rule-or-law, democratic nations
outside of the EU.

While some of the stated goals of the EU data strategy are worthwhile, it is also clear that the EU
data strategy is a blatant attempt by the Commission to strengthen the block’s “technological
sovereignty” and shape data governance rules by rolling out Europe’s own cloud infrastructures on
EU territory.” With these plans, the EU rightly seeks to generate and process more data to spur EU
growth and innovation. But it also claims that it is the only one fit to defend and promote core
principles, such as privacy.8 This is a pretext to ultimately enforce protectionist policies propping up
its SMEs, exclude foreign providers, and grow as a “regulatory superpower” in an attempt to position
the EU as a referee between China and the United States. As such it fundamentally misses the real
adversary: China. China does not protect Internet freedom; the United States does. China does not
prevent government surveillance of citizen data; the United States does. China protects Internet
firms from competition, including from the EU; the United States makes U.S. firms compete on
market terms.
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More specifically and beyond discursive strategies, the data strategy is based on premises and
notions that are fundamentally flawed. First, it assumes that consumers want their own data spaces;
that the EU needs European cloud providers, and capabilities based in Europe. Second, it assumes
that Europe’s cloud providers should be given preference over U.S. cloud providers who are neither
secure nor trustworthy. Third, it assumes that private sector providers are incapable of creating
shared sectoral data spaces themselves. Finally, it concludes that forced data sharing is the right
solution, particularly to benefit European SMEs and penalize large foreign companies. The charges
are that by hoarding all the data where they possibly can, large companies would indeed not be
playing fairly and prevent the development of EU homegrown data-driven business models which
could otherwise rely on consumer data.

1. No Evidence That Consumers Need EU to Create Their Own Data Spaces

The EU data strategy calls for expanding data portability requirements provided by the GDPR and
establishing “personal data spaces” to give consumers closer control over their data.

The idea behind such “spaces,” or personal information management services is to deploy a “once
only principle” based on which individuals would not have to give their digital information anew to
every organization they interact. Individuals would be in control to decide who has access, how the
data can be used, and under which conditions.

The Commission provides no evidence that consumers want these personal data spaces, or that if
they do want them, that the private sector is unable to provide them. Indeed, private sector efforts to
create these have failed to take off, because of a lack of consumer interest. Presumably if
consumers value them in Europe, private sector companies would jump at the opportunity to provide
this service. Calls for personal data spaces are also problematic in that they assume individuals
would “allow the use of the data they generate for the public good, if they wish to do so”—out of
(undefined) motivations based on “data altruism.”®

These calls are clouded by the overall narrative in EU policy circles about data sovereignty and data
ownership, which have become part of the EU’s overall strategy for digital policies. When debating
policy and rules for data, the EU volubly obsesses over “data ownership,” assumes “portability will
happen” and that customers “will ask for [it],” and that there should be "EU single market for data
storage and processing services.”10 Commissioner for Internal Market Thierry Breton declared that
“Europeans should be owners of their data.”11 And according to the data strategy, which he
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spearheaded, “individuals ... can be empowered to be in control of their data through tools and
means to decide at a granular level about what is done with their data.”12

Cries for data ownership are simplistic at best. Clearly, there are many kinds of personal data that an
individual does not, cannot, and should not own.13 One reason is that rather than one type of data,
there are many millions of different datasets covering different and unrelated things, with different
applications. The pooling, overlap, or cross-application of these datasets do not always make sense,
just like pooling cow fertility data with power utility loading metrics, gas turbine telemetry, and
Fortnite cohort analysis may not necessarily be useful.

The types of data consumers could access is unclear, and could be widely different: Would it be
power consumption, purchase history, or transportation used? If a consumer turns the heating on,
does that single data point belong to him, to the electricity or gas company, or to both? And what
would individuals do with this data? That the data strategy throws in the idea of “personal data
spaces” without laying out the specifics is problematic. In addition, there can be legitimate concerns
as to whether these spaces would be built on protocols that are sufficiently cybersecure.

Amend Data Portability Rights

The EU data strategy fails to account for the cost and feasibility of expanding data portability rights.
The right to data portability is one of the few provisions in the GDPR that could have a positive
impact on the use of Al in the EU. Indeed, data portability can make it easier for consumers to share
their data with companies that leverage Al, thereby fueling competition. However, in some cases this
requirement means companies must provide users access to extremely large, complex, and
disparate data sets accumulated over many years in a reusable format. Imposing more obligations
for data portability could weaken incentives for companies to collect and store that much data in the
first place. In addition, where personal data begins and ends is not always clear. To give more control
to users, the EU should instead focus on simplifying its existing rules to ensure legal certainty for
both users and companies, and amend data portability rights to account for reasonable costs and
technical difficulties in providing data to data subjects.14

Avoid Overlap of Existing Data Policies and Regulatory Doublethink

Another roadblock is that the GDPR restricts the collection, processing, and sharing of personal data,
which makes the viability of “personal data spaces” even more contestable. To overcome the
limitations set by the GDPR, companies can use anonymization methods where possible. But this is
problematic for various reasons. First, the GDPR has not clarified anonymization processes in
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sufficient technical detail yet for companies to know they are compliant when doing so. To make sure
they are compliant, companies may have to anonymize datasets to a point that it may no longer be
useful for consumers or other businesses. But in the digital economy, competitive businesses do not
simply owe their success to having data—that also depends on their ability to use data. Second,
purpose limitation in the GDPR is an obstacle to data sharing and re-use. Third, even anonymized,
using and sharing data could still require consent from data subjects, a bureaucratic cost and risk
which would disincentivize organizations to even take part into personal data spaces as so-called
“neutral brokers.”

As a general rule, the Commission should identify, analyze, and compare the existing national and
EU-level data policies to identify gaps or overlaps that create unnecessary challenges to Europe’s
digital transformation in the current regulatory framework. The Commission should uphold its recent
commitment to the “one in, one out” principle when creating new laws or regulatory frameworks, and
proceed with creating new rules at a reasonable pace, while also striving to cut unnecessary and
outdated regulations.15 The EU should also realize that adding regulatory layers to existing rules,
such as the GDPR, would be premature. Changing expectations around privacy and data protection
mean that companies already had to re-evaluate their approach to collecting, managing, and sharing
data. The EU should first address the legal uncertainty caused by the diversity of data protection of
authorities across member states and the diverging interpretations of the law across national
jurisdictions.

Fortunately, the EU data strategy calls for public policy to update “regulation and sectoral policies to
reflect the opportunities provided by data and ensure that they do not maintain disincentives for
productive data use.”16

To ensure the proposed infrastructure incentivizes data sharing while ensuring more legal certainty,
the future Data Act should take a sector-specific approach: Nine European common data spaces
entail nine specific frameworks, specific challenges, and specific data sharing mechanisms. For
some individual data spaces, companies will already be subject to existing sectoral data governance
frameworks such as codes of conduct, licenses, access rights, and usage rights—as is the case in the
agricultural, the financial, or the healthcare industry. Duplicating these rules would add a layer of
bureaucracy and legal uncertainty which companies do not need. The Data Act should also clarify
roles and responsibilities.1” The reason why data sharing standards are inconsistent and prove
unsuccessful is often because it is unclear to companies which regulator is in charge of supervising
the rules. They may feel exposed to non-compliance risks with regard to data protection and privacy.
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Generally, to ensure companies can compete in the global digital economy, EU policymakers should
avoid adopting more regulations that make it difficult for firms to gain scale, and that raise the costs
and legal difficulty of developing and using technologies like Al.18 In particular, EU policymakers
should amend the GDPR, which they developed before fully understanding Al and which has put
unnecessary constraints on how European businesses collect and use data. There is mounting
evidence that some of its requirements negatively affect the amount of data available to
organizations to train and use Al systems.1° For instance, companies can be required to delete data
that could better train their algorithms, or prevented from collecting and storing certain types of data,
while this data could enable the creation of economically impactful products and enhance the
performance and accuracy of their algorithms. Regulations like the GDPR can furthermore impact
the willingness of companies to enter into data sharing collaborations.20

Specifically, the EU data strategy is likely to stumble on the roadblocks laid out by existing EU data
protection laws.

The creation of common, sector-specific European data spaces, and freely accessible, open for all
data are likely to conflict with existing EU rules such as the GDPR and the ePrivacy Directive which
restrict the collection, use, and processing of personal data. Those rules would not allow a big
system for industrial data sharing, and may not allow tracing data back to individuals. In the data
strategy, the Commission laments that “there is currently not enough private sector data available
for use by the public sector to improve evidence-driven policy-making,” while ignoring that data
minimization—a requirement of the GDPR— is an obvious obstacle to B2G data sharing: Some
companies are not likely to be prioritizing the collection of data that could be useful to governments
if this data is not useful to their business.

Making it easier for organizations, researchers, and other stakeholders to share industrial data is a
welcome objective, but these datasets often include both personal and non-personal data,
particularly in the case of the financial and healthcare sectors, and separating the two is costly and
not always feasible.21 As a result, companies will have to deal with greater legal complexity and
uncertainty as to whether they are compliant.22 Case-by-case arbitrations when sharing industrial
datasets will lead to delays and higher costs.23

2. The EU Does Not Need Homegrown Cloud Providers

The EU data strategy aims to create domestic cloud providers to support the European data
economy. A series of Commission-led workshops about the digital economy held in 2019 led to “calls
to further reinforce the governance of data use in society and the economy.”24 The report produced
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from these workshops mentions that “data storage and processing cloud based infrastructures and
services are essential to host the common European data spaces and to operate European Al.
European investments are needed for building European Cloud Federations ... aiming at both
federating the existing cloud infrastructures scattered across the member states and at offering a
set of pan-European cloud based-services including a European cloud marketplace. Cloud
federations will ultimately equip Europe with trusted, secure, competitive and sustainable cloud-
based infrastructures and services, widen users’ choices and enhance European technological
sovereignty.”25

Privacy as a Pretext to Disguise Mistrust Towards Foreign Providers

Let alone that the notion of “European Al” is nonsensical as Al has no geographical attribute, the
idea that “trusted, secure” European data spaces can only be hosted in Europe by European cloud
services misses the mark. First is the mistaken belief that data is more private and secure when it is
stored within a country’s borders—data privacy and security depend primarily on how it is stored and
transmitted.2é Local data storage requirements are not necessary to increase commercial privacy or
data security.

Perhaps worse, the goal of the data strategy to invest in a “European federation of ... trustworthy
cloud infrastructures and related services” seems to imply that existing, non-European providers
such as Microsoft's Azure or Amazon Web Services are not trustworthy, and that they should not host
European data.2?

Part of the motivation to restrict the location of data indeed holds to the EU’s privacy and data
protection concerns, and a lack of trust towards foreign solutions—while many European businesses
rely on those. There are multiple examples of how such mistrust towards foreign providers have
materialized as decisions by member states to lock them out of their domestic markets or restrict
the use of their technology to process public data. For instance, in 2019, the German federal state of
Hesse banned Microsoft’s Office 365 software from its schools.28 According to the Swedish
government, outsourcing data to U.S. cloud providers subject to the CLOUD Act violates Sweden’s
law on public access to information and secrecy.2® Commissioner Breton also declared, clearly
targeting U.S. large tech companies: “We cannot continue to live in a world where five or six big
actors hold 80 percent of the data on the planet while not accepting responsibility for how the data
are used.”30 The EU data strategy goes as far as to mention the "uncertainty about compliance of
cloud service providers with ... data protection” and specifies: "The aim is to create a single European
data space ... where EU law can be enforced effectively."31 The EU sees that as all large U.S.-based
companies are subject to U.S. laws, this makes the block vulnerable to foreign interference.
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Yet there is no reason to fear that storing data with U.S. cloud providers, either in Europe or abroad,
somehow exposes Europeans to lower standards of data protection. Firms that do business in a EU
member country are subject to laws of that country (including the GDPR), regardless of where they
store or process the data.32 The EU-U.S. Privacy Shield provides additional measures to safeguard EU
citizens’ personal data when processed by U.S. firms, and the CLOUD Act guarantees that U.S. cloud
providers can challenge U.S. government requests for extraterritorial access to data.33 Moreover,
cloud service providers often offer their customers the option to encrypt their data, so in many cases
the providers do not even have access to their customers’ information.34

The EU data strategy aims to invest in a “European federation of energy-efficient ... cloud
infrastructures and related services.”35 But there is no evidence supporting the assumption that EU
cloud providers will be as energy efficient, or more energy efficient, than foreign ones who may have
more experience building energy-efficient data centers. In fact, a counterproductive effect of the EU’s
protectionist policies could be that by not using foreign providers’ solutions, or by making those
artificially more expensive, Europeans will end up having to use others that will perform poorly in
terms of energy efficiency. Researchers from the Lawrence Berkeley National Laboratory found that,
as of 2014, U.S. data centers accounted for only 1.8 percent of U.S. electricity consumption—a figure
that has remained essentially flat since 2008 despite strong growth in data center services.36
Additionally, tech companies are often at the forefront of commitments to purchase clean energy. In
2017, Microsoft worked out a deal with its local electricity utility and Washington state regulators to
withdraw from the utility’s service territory so that it could purchase cleaner electricity directly from
open power markets.37 Greenpeace has identified 20 Internet companies—including Facebook,
Apple, and Google—that have made 100-percent-renewableenergy commitments. In fact, Google
announced in 2017 that it had already met its goal of purchasing enough renewable energy to meet
100 percent of its global annual electricity use.38 EU policymakers should consider how data
protection rules that require data to be stored or processed in-country may negatively impact
emissions by preventing companies from building data centers in locations where there are more
clean energy sources or where cooling costs are lower because of a colder climate.3° Data
localization policies are not environmentally-friendly and should be abandoned as part of the Green
Deal, if this is indeed an important priority for the EU.

Data Localization

Second, the EU data strategy’s objective to store more data in the EU (or even have it matter where it
is processed) is misguided. More data does not mean more competitiveness, the type and quality of
data matter, as well as having the tools to leverage it. This would be like assuming that the banking
system with the most Excel files is strongest.
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Yet the strategy, firmly based on the idea that the geography of the data stored in the cloud matters
to exercise control over data and its distribution, pushes for data localization, which would force
companies to store and process data within EU borders, and cut off foreign cloud providers out of
fear (or for the pretext) that they might encroach on Europe’s autonomy, values, and principles.

Furthermore, Commissioner Breton declared that Europeans’ “data should be handled in Europe.”40
But in the data economy, there is no such thing as a “Vegas rule”—data is not just a European affair.

Even regardless of the rationale, there is no reasonable justification for data localization of any kind,
for personal or non-personal data. Data localization and other unilateral trade restrictions are
counterproductive in a globalized economy, and lead to considerable costs and losses in terms of
welfare and output in the general economy.41 By breaking global supply rules, data localization not
only makes it harder and costlier, if not illegal, for firms to transfer data across borders—it also can
raise the cost of cloud computing services. Just as economic nationalism can lead to lower
productivity for firms and higher costs for consumers, particularly when it is focused on capital
goods, “data nationalism” policies will reduce economic growth by limiting a country’s ability to
benefit from data-driven innovation and by increasing the cost of ICT goods and services, which will
lead to lower innovation and slower productivity growth. Data localization raises costs and reduces
opportunities for both large and small firms that rely on these services, and these costs are further
exacerbated when they have to invest in data storage in multiple countries. That in turn inflates their
prices, limits their product innovation, and makes it costlier for them to enter new markets. The
overall effect is a less competitive and less innovative economy with inflated prices and diminished
choices for consumers.42

Cloud Federation Means Cloud Mercantilism

Third, building a European cloud is nothing less than a mercantilist, protectionist project, which aims
to make it increasingly harder, even more than with the GDPR, for non-EU companies to sell to the
EU without regulatory alignment.

Indeed, the EU data strategy and the project of a European cloud federation are based on the
anticipation of a “favorable context” that “will lead to more data being stored and processed in the
EU,” and that more core business processes would be run on cloud-based services.43 Indeed, the EU
expects that between 2018 and 2025, the global volume of data will have grown from 33 zettabytes
to 175 zettabytes in 2025, and that the value of the EU data economy will have grown from €301
billion to €829 billion. It also anticipates that the distribution of data processing will shift from 80
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percent in centralized computing facilities and 20 percent through smart connected objects, to 20
percent in the former, and 80 percent through the latter.

The EU has been forcefully arguing for a need to nurture “European champions” to compete with
foreign counterparts.44 For instance, one of the suggestions of the EU data strategy to encourage
data sharing across the bloc is to give public subsidies to the so-called European cloud federation. In
addition, the strategy seems to be calling for preferential purchasing from EU service providers only:
“In coherence with the cloud rulebook, the Commission will facilitate the development of common
European standards and requirements for the public procurement of data processing services. This
will enable the EU’s public sector at European, national, regional and local level to also become a
driver of new EU data processing capacities, rather than just a beneficiary of such European
infrastructures.”45 But by propping up local firms, the EU may inadvertently set them to fail as they
will be less prepared to face global competition when pushed out of the nest.

The EU data strategy aims to invest in the EU’s capabilities and infrastructures for hosting,
processing, and using data—in order words, to create an Amazon Web Services with an EU stamp on
it, that gives more bargaining power to European industry players vis-a-vis tech giants. But the EU
should stop obsessing over Europe having to develop its own cloud storage providers.46 EU
policymakers should reject a project that is likely to end up like the ludicrous European “Google
Killer” Quaero, the ill-fated search engine Theseus, and failed cloud initiatives such as Numergy and
Cloudwatt which taxpayers won't recall as profitable public money investments.47 In a context of a
looming recession, companies are more likely to use trusted, secure, and reliable services they
already use rather than to engage in new projects that are bound to fail. The EU data strategy’s plans
to “foster synergies” between the European cloud federation and member states’ initiatives such as
Gaia-X, are likely to become another case in point.48 Combined with an unfortunate legacy, the lack
of technical details and specifics will not be ideal when it comes to persuading potential users of the
credibility and security of the project.

The EU Should Work With Its Allies

Overall, the EU should clarify that it is determined to work with its allies to implement its data
strategy. The EU should also seek parity with its trading partners on data issues, for instance through
common international legal standards for government access to data and transparency.

The successful implementation of the EU data strategy will require the participation of more
stakeholders to the project, including foreign providers, to ensure rules and standards adhere to

CENTER FOR DATA INNOVATION
datainnovation.org



CENTER

FOR

DATA
INNOVATION

global norms and the project attracts sufficient private investment. But by giving in protectionist
impulses and emphasizing European “technology sovereignty” as its goal—and flimsy mantra—the EU
has been building its data strategy as a fortress.

This is short-sighted: in the digital economy, the success of EU firms will depend on cross-border
data sharing and secure infrastructure which, in many respects, U.S. cloud providers remain best
equipped to provide. Moreover, calls for digital sovereignty could backfire. Currently the United
States has no 5G telecom equipment provider and relies largely on EU firms Ericsson and Nokia.4®
There is nothing justifying that the EU gets to decide that it should put up barriers to U.S. cloud
providers in Europe, while expecting the United States to be “dependent” on European providers of
critical telecommunications equipment. If the EU goes down that road, it may become harder for U.S.
policymakers to resist calls to create a U.S. domestic 5G industry, based on Open RAN (radio access
network).50 Again, the EU’s data strategy should start with Europe, but ultimately extend to allies.
Failure to do that will only hasten the day of reckoning when Chinese IT and tech firms dominate
world markets.

As any mandates governing data sharing and cloud computing in the EU will have implications on
non-EU jurisdictions and on foreign companies which heavily invest in Europe, the Commission
should take these implications seriously when crafting the Data Act. To ensure transatlantic relations
remain efficient in the data economy, the EU and the United States should engage in joint
reflections, for instance to decide where to draw the line between public and proprietary data.

Finally, to work in practice, common European data spaces will require capabilities and resources
which foreign providers are better positioned to provide, such as technical tools for data pooling and
sharing, as well as IT capacity, including cloud storage, processing, and services. The Commission
laments that “EU-based cloud providers have only a small share of the cloud market, which makes
the EU highly dependent on external providers, vulnerable to external data threats and subject to a
loss of investment potential for the European digital industry in the data processing market.”51 But
more than market share, what should matter is the ability to leverage these capabilities with the right
tools and capabilities.

This is also key to ensure cybersecurity. The data strategy mentions that European data pools "may
be organized” in "a distributed way," and specifies that in this case, “the analytical tools come to the
data” which “makes it easier to keep the data secure and to ensure control over who accesses what
data for what purposes.”s2 This is not entirely accurate, as there could be data leaked, or challenges
related to poor access control even in a distributed environment.
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An example of ongoing, mutually beneficial collaboration lies in the development of cloud services
and data centers. Finland’s largest telecom company Nokia just announced its collaboration with
Microsoft in an open-source operating system used in large cloud service providers’ data centers.53
Recently, Microsoft and Amazon Web Services created new data centers in Italy and Poland—both
countries currently have none, and such large-scale investments will be welcome in today’s difficult
economic context.># Microsoft's Azure was granted certification for their compliance with the French
Health Data Hosting (HSD) standard and hosts French healthcare providers' data, and is the main
provider of France’s platform Health Data Hub.55

Invest in Technologies of the Future, Not the Past

In the words of Commissioner Breton, the EU’s battle to win is that of industrial data, as it has lost
the first—the battle of personal data—to U.S. and Chinese companies.>¢ Europe’s information
technology firms have indeed largely missed the last technology wave (e.g., computing, Internet,
mobile, cloud), in part because there was no real EU digital single market for EU firms, especially
startups to access to quickly gain critical economies of scale and network effects.57 But the EU will
not catch the next wave if it persists in wanting to build the next Azure or replicate Amazon Web
Services, which started over a decade ago: The EU is likely too late to the cloud game to vault into
the lead. Instead, it should be investing in efforts to commercialize emerging technologies like Al and
continuing its efforts to support industrial data innovation, including adoption by EU industrial firms
and development of related applications by EU technology firms.58 The EU should direct investments
to support digital innovation in the industries and technologies where it can build on core
competencies, such as robotics, autonomous systems, high-performance computing, the Internet of
Things and in key application areas, for instance health IT, smart grids, smart cities and e-
government.5®

The Commission’s commitment to sustaining a robust ecosystem for high-performance computing
(HPC) capabilities as part of the EU data strategy is a wise direction to take.6° The technology has
become an indispensable resource for enterprises, scientific researchers, and government agencies
to generate new discoveries and innovate breakthrough products and services. As such, HPC
represents a strategic, game-changing technology with tremendous implications for economic
competitiveness, scientific leadership, and national security. As EU allies such as Japan and the
United States have articulated strategies and have significantly invested in the technology, the data
strategy could specify how they could work together to enhance their HPC resources.
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3. EU Provides No Evidence That Private Sector Is Failing To Sufficiently Share Data

One key assumption of the data strategy is that the private sector needs regulators to intervene to
enable industry participants to share data between companies. In some sectors this may be true. For
example, in financial services, the government identified specific data sharing limitations related to
consumer financial data and played a key role in establishing requirements for how banks should
share payment data.é1 Similarly, in highly regulated sectors such as healthcare, where organizations
may be constrained on how they collect and share data based on government regulation, it likely
makes sense to consider where data sharing requirements can enable greater data sharing.
However, in other areas of the economy, such as pharmaceutical research, companies have begun
sharing historical clinical trial data with outside researchers, including competitors, rather than
hoarding this information for competitive advantage. The government may have a role to play in
encouraging more of this type of collaboration, such as acting as a convener or identifying specific
industries where there are barriers to data sharing, but it should avoid a top-down approach to
mandating data hubs.

The U.S. approach of building regional data hubs, funded by the National Science Foundation, may
be a useful model. In this approach, the government provided initial funding to help universities, civil
society, and industry establish regional data hubs that chose their own priorities for developing
shared infrastructure, research goals, and industry sectors to focus on.

4. Forced Data Sharing Is Not the Way Forward

The EU’s belief is that the block, and its SMEs in particular, deserve to reap the value that the data
created, stored, processed, and used in the EU will produce.

The way the EU plans to achieve its data grab seems to be the temptation to mandate access to data
and data sharing. The EU data strategy should clarify more strongly the voluntary nature of data
sharing when it is mutually beneficial, and as long as data sharing does not present competition
concerns, the EU should preserve and protect freedom of contract for B2B data sharing.

But in the EU data strategy, the Commission suggests that for business-to-business (B2B) and
business-to-government (B2G) data sharing, “only where specific circumstances so dictate, access to
data should be made compulsory, where appropriate under fair, transparent, reasonable,
proportionate and/or nondiscriminatory conditions.”62
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One problem is that these “specific circumstances” could be based on misguided accusations. The
Commission seems to consider that large foreign companies are the cause behind European SMESs’
inability to access data, digjtalize, and scale. These “big companies” treat small European firms
unfairly: “Micro-enterprises and SMEs suffer economic detriment because of contract-related
problems, e.g., non-conformity with the contract or unfair contract terms.”63 In addition, they keep
“control over large quantities of data. Common data spaces should allow more data to be shared
with all types of European actors (including SMEs) and across sectors, allowing new market
dynamics to be created.”84 But forcing companies to give up valuable data they have invested in to
competitors makes no more sense than forcing them to give up valuable patents, trade secrets,
employees, or property. It would certainly boost competitors, but it would also degrade the incentive
for businesses to make future investments in these areas.

Unlocking the potential of industrial data sharing is an important objective which the Commission is
right to strive for, but it should not lead to broad mandates for data sharing, especially not for the
proprietary information companies produced with this data, as a means to indirectly target large U.S.
platforms.®> Mandating the sharing of data assets between companies can inhibit the commercial
incentive to innovate inside the EU and raise cybersecurity risks. As the reuse of data by many actors
as possible is beneficial, policies should support it through proper guidelines, but not force it with
regulations that close down mutually beneficial contractual agreements on the use of data.¢ The
Commission’s preference seems to bend towards voluntary data sharing for businesses, but various
EU-appointed bodies and EU policymakers such as Miapetra Kumpula-Natri, the MEP Rapporteur in
charge of the EU data strategy’s initiative draft report for the Industrial Committee, declared that
“harder tools” to force companies to share data may be necessary, and have raised the PSD2
Directive as an inspiring example which may be right for banking but not for the broader economy.¢7?

As a general rule, governments should avoid unnecessarily restrictive regulations on the collection
and sharing of data. When restrictions on use are necessary, they should be implemented with
restraint. Legal rules preventing the use of data can lead to a situation known as the “tragedy of the
anticommons.” This occurs when the existence of too many legal and bureaucratic barriers create
high transaction costs that restrict the use and exchange of data. For example, uncertainty over data
ownership may prevent a company from creating a useful data-driven application. In order not to
undermine beneficial applications of data, policy discussions should focus on resolving how data can
be used, rather than on deciding whether it can be collected and exchanged. Uses that result in
specific harm should of course be prohibited, but we should have open-ended policies
acknowledging the unpredictable breadth of future data-driven applications, particularly in the health
and education sectors.68
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The Right Framework for Intervention

However, in some industries and markets, a small number of firms have exclusive access to
particular datasets, and they exploit their market power to limit access to that data through both
technical and administrative means without any legitimate business justification. This type of anti-
competitive behavior limits innovation and hurts consumers, and when these problematic practices
occur, policymakers should intervene.®®

Businesses, and their associated industry associations, in the real estate, financial services, and air
travel industries, have taken steps to limit third party access to their data in ways that restrict
competition, reduce market transparency, and harm consumers. These restrictions have no
legitimate business justification but do undercut the business models of online services that could
allow customers to gain better insights into their buying process or to rely on more than just one
platform.

For instance, in the air travel industry, some airlines, such as Air France or Lufthansa, block certain
third-party sites from posting flight availability and pricing information on their sites. Airlines have
also targeted both specific online travel agencies (OTAs), such as Booking.com and Expedia, and
metasearch engines, such as TripAdvisor and Trivago, which let consumers easily compare fares
across multiple airlines. Again, these actions have no legitimate business justification, and without
these online comparison shopping tools, many consumers might pay higher prices for airline tickets.

EU policymakers have expressed a growing interest in regulating antitrust issues related to data,
arguing that as businesses, particularly social media companies and U.S. technology firms, possess
large quantities of data, they present inherent competition concerns and have too much market
power. The EU data strategy specifies the problem: "A small number of Big Tech firms hold a large
part of the world’s data” and would prevent other companies to emerge.’° But these are misplaced
concerns. In many markets, platforms do not harm competition, but rather encourage it by reducing
the costs of entry on markets that were not previously data-driven.”t Moreover, these companies rely
on data, and far from a monopolistic resource data is widely available, cheap to collect, can be
processed by many companies, and loses value rapidly.”2 Data is non-rivalrous: Multiple companies
can collect, share, and use the same data simultaneously.”3 As a result, competitors of these
platforms can often obtain similar data from other sources, but the opposite isn’t always true.
Policymakers all too often focus on large tech companies, such as Facebook, Amazon, or Google,
rather than the entrenched sector-specific businesses that can use their exclusive access to key
industry data to restrict competition in their industry.
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Policymakers—including from the Commission, in their proposals—should correct this oversight, and
instead, consider the following framework to evaluate whether to intervene: First, does the company
have exclusive access to data? Second, is the company limiting access to this data in ways that
harm consumers? Third, does the company operate in the absence of a legitimate business
justification? Ideally, policymakers should promote the use of this framework through industry led-
initiatives, whereby stakeholders representing different business models—for instance banks and
third-party personal finance apps—would oversee the decision-making process.

Uphold IP Rights

The EU data strategy and the future Data Act should ensure to balance data sharing with the EU’s
privacy rules—and privacy expectations, while respecting and upholding intellectual property rights,
and factor in the safety and security risks data sharing can represent for companies. In the data
strategy, where the document mentions that enforcement mechanisms should ensure that
“European rules and values, in particular personal data protection, consumer protection legislation
and competition law, are fully respected,” the Commission should add “intellectual property,” to
emphasize that the idea is not to force companies to give up proprietary data and trade secrets.

According to a 2018 report by Everis, 60 percent of companies do not engage in B2B data sharing.
Most respondents cited privacy concerns, trade secrets, and the fear of misappropriation by others
as main concerns. Other common reasons include considerations of commercial strategy, the lack of
demand for their company’s data, the uncertainty about safety, security, and liability conditions
related to the technical process of sharing data, and the lack of incentives.”4

The emergence of the data economy has led to a growing debate about data rights, related to both IP
and privacy. Getting this debate right is critical because regimes that tilt too far toward granting data
rights run the risk of limiting needed data sharing, while regimes that tilt too far in the other direction
risk limiting incentives for data collection and innovation. Organizations should be permitted to use
the strongest tools available to keep their data secure. In addition, data sharing, like patent sharing,
is valuable because data is more useful when combined than it is in discrete form. And the fact that
combined datasets are more valuable than the sum of individual but separate datasets, suggests
that any IP system for data should probably tilt toward data sharing. But that does not mean there
should be no IP rights. The costs involved with the collection, cleaning, and curation of data are often
non-trivial, and sometimes when organizations that engage in such efforts lack exclusive rights to
use that data, their incentives for collection, cleaning, and curation are diminished. As a result,
governments should respect and uphold the IP rights for data, just as they should for any other form
of IP, to enable companies to create value from it.75
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Experiment With Data Sharing Mechanisms

Many businesses are still struggling to see the value of sharing data. Issues include commercial and
legal risks around sharing data, and a lack of clarity around the benefits of sharing data. To address
this obstacle, the EU data strategy can do more to lay out clear specifics on how the various
proposals would look like in practice, and how they could be operationalized. Given the wide
uncertainty on both strategic and operational issues, the forthcoming Data Act should articulate the
business benefits of sharing data, and come up with better frameworks, clear mechanisms and rules
to support the safe and legal sharing of data between companies.

The EU data strategy and the Data Act are opportunities to develop guidance that could help build
confidence around approaches to sharing data across private sector companies. Important
principles should include transparency, shared value creation, and respect for commercial interests.

The EU should consult industry about the conditions under which proprietary and sensitive data
should be shared with third parties, as well as the most effective mechanisms to safeguard this data.
For example, the EU should develop repeatable terms for sharing data between companies, under
mutually beneficial agreements. The EU may work with industry to develop experiments with
“harbors” such as sector-specific data trusts to encourage businesses to collect and share data
responsibly.76

Data trusts are a type of data access and stewarding model inspired by legal trusts. These are
institutions that enable companies to share data with each other, with data governance decisions
made by “trustees” with fiduciary responsibilities.??

These mechanisms can help address the issue of data quality. As government data is only a fraction
of the data that could be useful for Al development, policymakers should use them to encourage
private and non-profit sectors to provide voluntary access to high-quality data.”® The EU data strategy
does create an expectation that a single European data space will enable businesses to “have easy
access to an almost infinite amount of high-quality industrial data.”7® But to see high-quality data as
an infinite resource is a misconception—investing in high-quality data will always require financial
resources. Unfortunately, the data strategy does not focus enough on the importance of government
investment in data quality, and only mentions it in passing in relation to data standards. But data
quality is a major factor in determining the value that can be generated from data and as such
should be a primary focus of the data strategy.
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For example, in the healthcare sector, government agencies, universities, and pharmaceutical
companies may all have their own rich datasets that could generate substantial benefits for Al if
widely shared, but these stakeholders lack the mechanisms to do so while ensuring that this
proprietary and sensitive data is protected. Policymakers in the United Kingdom have recognized this
as a key barrier to Al development and they are attempting to overcome it by developing a model for
data trusts, defined as “not a legal entity or institution, but rather a set of relationships underpinned
by a repeatable framework, compliant with parties’ obligations to share data in a fair, safe, and
equitable way.”80 Without a coordinating body like a government agency specifically devoted to
developing and supporting these models, it is unlikely that organizations will develop them on their
own. EU policymakers should experiment with data trusts and other models to make existing high-
quality datasets, including those developed and maintained by government agencies, a more widely
available resource for companies developing and deploying systems powered by technologies such
as Al.81

To strengthen the EU data strategy’s proposed framework, the Commission proposes to address
contextual aspects and challenges, including the lack of interoperability and common standards for
better data sharing, the use of public sector data information by businesses, as well as the
transformation of the labor market, the lack of digijtal literacy, and the lack of human capital supply
in Europe. This section offers recommendations for these three challenges. As the EU should not
lose sight of other priorities, the section also focuses on areas which merit further emphasis in the
data strategy, namely: the data strategy’s funding approach, the digitalization of businesses, the
completion of the digital single market, and commitment to digital free trade.

1. Address Interoperability

The EU data strategy recognizes the “significant interoperability issues which impede the
combination of data from different sources within sectors, and even more so between sectors.”82
Just as in the area of cybersecurity—another priority area the strategy includes—there is an urgent
need to leverage existing instruments such as the European Interoperability Framework and roll out
plans for ICT standardization consistently across EU countries, in order streamline the adoption of
common standards by all member states to accelerate data access and maximize the use and reuse
of data between government authorities, researchers, and companies. Various EU information
systems currently lack the common standards that allow for even basic interoperability, technical or
semantic. For instance, the ability to access and share medical data across the EU varies greatly,
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limiting the ability to train Al systems on cross-border data.83 In addition, high resolution geospatial
data is very useful to the development of technologies, such as Al systems enabling autonomous
vehicles or precision farming for land management—but only a handful of EU countries currently
provide open and free access to datasets.8* Those that do exist are often either outdated or cannot
be assembled because they are not available in similar quality and resolution. Incomplete
repositories make information difficult to analyze and compare. Fragmentation of data access and
quality prevents the availability of high-value datasets under the same conditions for companies and
research purposes, or with the same degree of legal certainty by lack of appropriate mechanisms.

To solve this critical issue and advance its framework, the Commission should propose concrete
steps.

While standardization is not directly the job of policymakers, the EU could use standards
organizations such as oneM2M (loT) and 3GPP (5G telecoms) as arenas to promote interoperability
and common standards for data sharing and software development, but also shape these norms
with its allies.85

The EU can also promote standardization by facilitating discussions among industry players where
interoperability is known to be viable. For that, the EU should build on existing use cases showing
where interoperability can solve specific problems, how it can benefit all players in a given market,
what the estimated costs and benefits are for providers, and how to share best practices, for
instance commercial agreements.86

In addition, the EU can encourage interoperable or multiple access systems for instance in the
procurement of financial services, via government payments systems. This can increase the scale,
number, and volume of transactions, and in turn, companies can offer services at a lower cost—
which then justifies then the costs of interoperability more easily. The EU and governments’ public
sector can further help by digitizing their own services and making public data more available to
companies as a result.8?

The EU should incentivize providers to work out technical and commercial agreements by supporting
early investment, but should not mandate interoperability as it could prevent new players from
entering a market, discourage first movers’ innovations or pioneering investments, or paralyze a
market around poor standards.88
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It is important to note that the EU data strategy does not address data interoperability and data
quality separately.8® Data quality is just as critical, and it is in itself one of the main challenges
holding the EU back from realizing its potential in the data economy.®°

2. Leverage Public Sector Data

The EU data strategy should aim to improve and leverage existing public data, and increase the
gquantity, but also the quality, of datasets available to the public.91 The strategy does underline that
“governments can do more” to further open public sector information and facilitate government-to-
business data sharing, “to make more of the data it produces easily available for use.”92

The private sector will of course invest in data quality, but EU policymakers should view increasing
the amount of high-quality data as a valuable opportunity, for instance to accelerate Al development
and adoption, as well as reduce the potential economic and social harms of Al built with bad data. To
increase the amount of high-quality data available, the EU should encourage governments to provide
high-quality data; promote the voluntary provision of high-quality data from the private and non-profit
sectors; and accelerate efforts to digitize all sectors of the economy to support more comprehensive
data collection.93

To this end, the EU should accelerate digitization efforts and work with member states’ government
agencies to develop shared pools of high-quality, application-specific training and validation data in
key areas of public interest, such as agriculture, education, healthcare, public safety, and
transportation. For example, as public health authorities provide most of the healthcare in Europe,
the EU has an opportunity to amass extensive datasets on patients and outcomes that can fuel the
development of health-related Al. The EU should foster the further development of open data policies
and tools, such as the European Data Portal, which has a wide variance of participation from
member states.?4 More comprehensive data collection and higher quality public sector datasets will
lead to more opportunities for companies, non-profits, and individuals to create innovative
applications.

In the EU data strategy, the Commission pledges that it will make “more high-quality public sector
data available for re-use.”95 But making high value datasets available is not enough, and as it aims
to be “leading by example,” the Commission should go a step further by committing investment into
actual data creation, such as geospatial data, beyond simply mentioning that the EU “will continue to
facilitate discovery” of data.®
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Finally, to further improve public sector data governance, the EU data strategy should include a
proposal for all member states to appoint a chief data officer (CD0O).97 The EU should then establish
a new, independent, EU-wide advisory panel, made up of each member state’s CDO, charged with
counseling the EU on how to maximize opportunities to innovate with data, including with Al and the
Internet of Things.

3. Close the Digital Skills Gap and Invest in Data Literacy

The EU data strategy’s objective to invest in skill development and general data literacy is
paramount.®8 In the coming years, technology and automation will alter both the tasks performed by
workers and the skills demanded by employers. These changes will affect workers at all skill and
education levels, but particularly in lower-skilled occupations. More workers will have to cultivate not
just skills in their conventional area (e.g., machinist, accountant, graphic designer), but also digital
skills, such as statistics or the ability to calibrate a robot. In other words, more workers will need
“double-deep” capabilities.?® Rather than outright job destruction, automation will lead more to job
redefinitions and, rather than mass unemployment, to mass redeployment—of occupations. For every
job lost in the future as a result of digitization, 3.7 new jobs will be created.1% The new applications
of Al combined with human collaboration could boost employment by 10 percent through 2022,101
Tasks such as scheduling or credential validation, which could be performed by automated systems,
already appear less prominently in job listings. These increasingly require soft skills such as
creativity, common sense, judgement, and critical thinking.102

Many sectors will increasingly rely on data intelligence and digital infrastructure. To create
competitive advantages, one of the primary differentiators for organizations in data-intensive sectors
will be access to talented, data-literate workers. A lack of workers with the right skills will restrict the
number and type of projects organizations can pursue. Yet while access to the most talented, data-
literate workers increasingly defines which organizations win in the data economy, there are too few
qualified people in the labor market, and EU countries are facing a considerable skills gap. Demand
for workers is set to exceed supply, and the gap between both will continue to widen until at least
2030—in other words, unfilled vacancies will increase. More than half of EU companies find it hard to
hire IT specialists.103 While 90 percent of jobs already require at least basic digital skills, the EU data
strategy acknowledges that only 57 percent of Europe's workforce has basic digital skills—which is
far from enough to boost EU competitiveness and productivity—and aims to increase this share to 65
percent by 2025.104

CENTER FOR DATA INNOVATION
datainnovation.org
20



CENTER

FOR

DATA
INNOVATION

Employment in data-intensive industries is geographically concentrated in certain countries and
regions, putting others at a disadvantage. The concentration of data skills is becoming common—for
instance, most Al talent is found in Western Europe and urban areas.1%5 This makes it difficult for
firms outside of geographic data skills clusters to recruit the right talent. The ability to train, attract,
and retain Al workers is likely to become a new differentiator between EU member states. Countries
and territories with a low presence of data-skilled workers are likely to face innovation and
competitiveness challenges, widening the gap within the European society and leaving parts of the
European population behind.

While education is a competence that rests on member states, there are several avenues the EU can
take to best deliver its data strategy’s ambitious objectives by enhancing digital literacy and closing
the skills gap.

The EU should develop a data skills framework with objective insights about the needed data skills,
how they are acquired across the EU. The lack of benchmarks between member states prevents a
thorough evaluation of the importance and the type of data skills for employment in today’s EU
economy.

Addressing the skills gap will require anticipating skills needs, but also prompting reskilling and
upskilling schemes, and working out new funding formulas to help companies devise specific
training and lifelong learning programs. The workforce transition in the digital economy will involve
revisiting social protection institutions and systems to ensure they align with the move away from
full-time employment, towards alternative forms of work, part-time work, and self-employment.

The EU should address the digital skill gap by encouraging member states to integrate digital skills
into their education curricula. While the economy is being rewired, the EU is not rewiring training and
education programs in depth. It will be important for EU countries to reform their educational
programs, and help workers make transitions between jobs and occupations. All too often, Science,
Technology, Engineering and Mathematics (STEM) subjects are not sufficiently integrated in
curriculums across the various levels of education.106

Improving digital skills will also likely require improving online education. Through its newly-adopted
Digital Education Action Plan and its forthcoming update, the EU should invest in the use of digital
technologies in education, including remote teaching and training.197 The EU data strategy should
address the insufficiencies that the COVID-19 crisis has exposed in this respect, such as the limited
capacity of schools for digital teaching and learning.108
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The proliferation of e-readers, online courses, MOOCs, podcasts, conferences, and professional
development programs can help workers take charge of their own personal development by making
digital lifelong learning a habit rather than a chore. Finland has been leading by example with
“Elements of Al,” an online course that is now accessible for all, for free, in every EU language.109
This could be expanded to include more such educational programs, and hone Europeans’ data
literacy.110 This will be key to ensure they understand the data environment and become empowered
actors—their use of personal data spaces would entail greater user responsibility.

The scarcity of tech talent required for businesses to compete in the data economy, and the
necessity to leave no one behind in the workforce require policies to monitor and address both the
lack of data skills and the concentration of data skills across Europe, to mobilize significant
investment in education and skills supply for technology careers, and to enable all sectors to invest
more easily in talent recruitment, retention, upskilling and reskilling.

4. Secure and Clarify Funding

One of the Commission’s key priority will be to ensure the financial sustainability of the data strategy.
The Commission says that its plans need funding—€4 to 6 billion, including from EU member states
and industry—but obtaining this funding will prove challenging in the context of the economic
recession, and as countries are dragging their feet to approve the new EU budget.111 Companies
need to believe the project is viable before they participate in it, so the data strategy should clarify
the EU’s plans to mobilize sufficient funding, how it will divide funds across the nine data spaces and
for what purposes, and whether it plans to cover ongoing maintenance costs. To ensure companies
trust the project and participate in common data spaces, the Data Act should clarify the EU’s plans
to mobilize sufficient funding, and should provide companies with the guidance they need to
understand the mechanisms and rules of data sharing for each data space. Here as well, the data
strategy should be more constructive than assertive towards foreign providers and investors when
referring to international cooperation on data as a priority. Indeed, the strategy underlines that “the
EU has a strong interest in leading and supporting international cooperation with regard to data,
shaping global standards and creating an environment in which economic and technological
development can thrive”—while always waving conditions such as “full compliance with EU law” and
“fundamental values” in a way that suggests non-EU companies do not.112
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5. Digjtalize EU Businesses

A key priority should be investing in digitalization of European businesses and governments.113 This
transformation is especially essential to EU competitiveness as companies that embrace digital
transformation are the most productive, spur growth, and provide higher paying jobs.114
Unfortunately, adoption of digital technologies among EU companies remains low. Less than a fifth of
EU companies are highly digitized and only 12 percent of them use big data analytics.115

The average cloud adoption rate across the EU is only 21 percent.116 Industries such as healthcare—
where only half of general practitioners have used electronic networks to transfer prescriptions to
pharmacists and only 40 percent exchange medical data with other healthcare professionals—are
ripe for digital transformation.11” One reason Europe lags in digital adoption is that larger firms tend
to adopt technology faster, but Europe’s long legacy of giving preference to smaller enterprises
means that Europe has a larger share of these businesses.118

6. Deliver the Digijtal Single Market and Prioritize Digital Free Trade

The EU data strategy suggests "building upon the strength of the single market’s regulatory
environment" and aims to give businesses in the EU the possibility to build on the scale of the single
market."119 Although the EU has made substantial progress in creating a digital single market, this
environment should be more strongly integrated to give thrust to these objectives. European firms
still face challenges in scaling up and developing emerging technologies, and full cross-border
access to online content and services for all users is not yet a reality.120 For example, European
citizens cannot securely access and exchange their electronic health records when seeking
treatments in multiple EU countries.121 Data-driven business models need scale to achieve their full
potential and that depends in large part on a harmonized EU market. Conflicting national laws will
make achieving this harder and thus make it harder for firms in the EU to compete with their U.S.
and Chinese counterparts.122 As a result, any EU-wide strategy is unlikely to be successful if the EU
and member states do not fix existing inconsistencies and fragmentation. The Commission appears
to recognize the risk of creating excessively prescriptive rules for technologies such as Al that could
place significant administrative burdens on the private sector or allowing member states to create
rules that fracture the single market.

Unfortunately, there are still a number of proposals under consideration that would undermine
businesses by expanding liability across the value chain of technologies, and the EU should avoid the
data strategy to add to this pile.123

But an integrated digital single market will not be enough. EU firms will need global reach and scale,
which will be difficult if the bloc limits cross-border data flows to its allied trade partners. The EU
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should also prioritize digital free trade and the free flow of data both across its borders and globally,
with its allies.124 Where the data strategy mentions “Common European rules and efficient
enforcement mechanisms should ensure that,” first, data can flow within the EU and across sectors:”
Here the Commission should specify that it should flow “globally” as well—in line with the EU’s
commitment to free flow of data, and to show that the EU understands the global nature of data
flows.125 The strategy does mention that its “single market for data” will be “open to data from
across the world,” but this suggests a limitation to data inflows.126
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Businesses across a range of sectors are facing a number of common challenges that are driving
them to explore the value of sharing data. This Annex recalls the motivations behind data sharing for
organizations, and explores three case studies for areas where the EU could help stakeholders
leverage the benefits of data sharing.

Why Companies Share Data

Sharing data is indeed not a zero-sum game: Businesses and consumers choose to share data
because it is mutually beneficial.

Platform business models, complex supply chains and service delivery models, and opportunities to
deliver complementary products and services, are leading businesses to share more information,
business intelligence and insight. With cloud computing, sharing data is increasingly cheap and easy.
For example, most major pharmaceutical companies have begun sharing historical clinical trial data
with outside researchers, including competitors, rather than hoarding this information for
competitive advantage. Researchers can use this data to accelerate drug development, better
understand diseases, and design more efficient clinical trials.127 Sharing and using data internally
can help to drive innovation within existing business processes and services, and can help to reduce
costs; as can sharing data across supply chains, for example. Without sharing data, businesses face
the cost of collecting and labelling data. By engaging in pre-competitive collaboration with others in
their sector to collect necessary data, companies may be able to share costs and reduce time to
market. The ability to access more competitive intelligence on market size is leading to organizations
sharing data with analytics firms. In addition, new technologies such as Al and machine learning
require access to large volumes of data, which companies can leverage to innovate in existing
sectors and grow in emerging sectors, for example autonomous vehicles.

Smart Cities

Many European cities are striving to become “smart cities”—cities capable of collecting and analyzing
vast quantities of data to automate processes, optimize resource allocation, improve services, and
enable better decision making.

Under the Horizon 2020 research program, the Commission selected a number of cities, including
Vienna, Munich, and Lyon, to experiment with innovative smart city technologies.128 Together, they
created new services, developed standards for data sharing, and replicated solutions in other cities.
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These initiatives, co-financed by private sector companies, have led to successful projects such as
the first e-mobility stations in Munich and the organization of a data platform for smart services in
Vienna.129

But in many cases, the systems used to collect, analyze, and aggregate this data differ from one city
to another. As a result, cities work in silos, do not make use of all available data, and miss out on
important smart city opportunities.130 Cities have legitimate interests in using insights from mobility
data to inform traffic management and city planning, but they can meet that goal without compelling
mobility providers to disclose individual location information and trip data. Other objectives, such as
enforcing traffic rules by using data on people’s movements, would not be legitimate, and it is
doubtful that EU data protection rules would allow the data collection necessary.

Healthcare

Data is critical to the health and well-being of individuals, and its use can improve virtually every
aspect of healthcare, from developing new drugs to delivering care to patients, supporting effective
treatment and accelerating diagnostics. Increased use of data in healthcare and sharing data
between health providers and others offers a broad range of benefits, including more personalized
and coordinated care, better quality, faster treatment development, and lower costs. For example,
the OpenActive initiative uses open data to share opportunities for physical activities to help people
be more active, particularly catering to an aging population.131

Most major pharmaceutical companies have begun sharing historical clinical trial data with outside
researchers, including competitors, rather than hoarding this information for competitive
advantage.132 Researchers can use this data to accelerate drug development, better understand
diseases, and design more efficient clinical trials. Hospitals send medical images—such as x-rays,
ultrasounds, or magnetic resonance imaging (MRI) images—to other countries for interpretation and
diagnosis. This service reduces wait times and improves the expediency of diagnoses.133

Government agencies, universities, and pharmaceutical companies may all have their own rich
datasets that could generate substantial benefits for data-driven innovation if widely shared, but
these stakeholders lack the mechanisms to do so while ensuring that this proprietary and sensitive
data is protected.
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Public Sector

In the public sector, data is at the heart of important efforts like improving patient safety, cutting
government waste, and helping children succeed in school. In education, data can help government
leaders create more effective education policy, schools operate more efficiently, families find the
best schools, teachers discover the most effective lessons, and students learn better. Communities
are increasingly relying on data to improve quality of life for their residents, such as by improving
educational outcomes, reducing healthcare costs, and increasing access to financial services. Many
of these advancements are made possible by technologies and mechanisms that make it easier to
collect, share, and disseminate data.

However, these opportunities require that individuals have access to high-quality data about
themselves and their communities. Should certain individuals or communities not routinely have
data about them collected, distributed, or used, they may bear negative social and economic
consequences. While many communities have adopted these technologies, others have not. There is
a risk that areas within countries lacking high-quality data will become “data deserts” by comparison
and their inhabitants will suffer accordingly. Data may also be scarce among certain demographics,
and this data poverty can disadvantage these groups. For example, a lack of health data about
certain minorities will contribute to unequal advances in healthcare outcomes.
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